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Agenda

1. What are sidechains? How SCs must work.

2. DesignPhilosophyg Specific choices made by DC.
3. Sometechnical details, and diagrams.

4. Screenshots of DC software.

5. Sneak Peak at Future Aweso®ielechains.
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What are sidechains?

 An “alt-chain” is a blockchain with “alt” rules and
abilities. (Different cost/benefit tradeoff.) L)

— “alt-coin” = alt-chain + new monetary network.

— “sidechain” = alt-chain + inherits monetary network.

— (Note that mone. networks are inherently adversajﬁal.)
A
Almagine that you had to use a different unit of money in each store?
2 2dzf RY QU GKFG 1TAYR 2F RSTFSFEG (GKS

ABlockchain =ompetingcurrency, Sidechaineompetingcode (only!).
AOpt-in ¢ user can choose all, none, or some new features. Privatization.
ABitcoin will always have the best code, b/c it can copy anything outﬂg@;‘



Howto make SCs?

ﬁleen the extreme benefits of this tech it might surprise yc
K2g Of2a8 68SQ0S 0SSy (2 (K

AConditional on an Altcoin Existing, take it and:
AAdd new Setup with zero initial coins, and no block SUS%

AFind a way to secure the chain, without block rewards (and
potentially withoutfees, as fegs will be uncertaigralled
GYSNEBASR YAY 3¢ YR Sl ae
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AWhenmain balance goes down, causes side balance to gpeas

AWhen side balance goes down, causes main balance to gaaeloq



AWhen side balance goes down, causes main balance to ga a% q




The Critical Requirement: Halwes Bitcoin
lY2e WYWgK2z2 uz LIeQ |y

AAnswer: we just asseit, blindly.a A Y SN&E 3ISU U2
Wl ya Qw2 dzy i
AThreat Model is:

AWhat if miners assethe wrong thing?
AAre weable to protect ourselves? Can we punish transgresgdr(s

AHowdoes the design addre#isis threat?

AWY vy 2 AAWT I MARESHENding (Passively and Actively)
AAsymmetric Effort costly to attack, (relatively) easy block

ANext 3 slides are boring text about this.
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YY2@gAyYy 3 | 2dzQu&IFearding tRe NJ !
the Miner has Submitted Wrongly

AWe can only know by checking everythingdarselves (Positive Proof).
A.dzii GKFG AayQi Ayl SeiBdvi hafd®H). 0 b2 S

AAlternatively, we can get very strong evidersgainstV g N2 y 3y S & & O
Altis easy to sound the alarthy Wg NBS/NIFES aia2Q>O0KS O]l G KS |
AX T Yy R y daslbdeh S90videdNegative Proof)

A2 S Yy SRKBzZY | v & LIS NasbidiHash Gasheasyto-check, but

difficult-to-create.

AEasy to check: Withdrawgl €t ARAG& F O2YyRSYAS
ASATTFAOdzE U 02 ONBILUSY ¢S al K
Y2YOUKao®d 2SS O2yaiuNIYAyYy OGKS aeaiasSy adz
At Kdzas GKS WIHEFNYQ A& FlLad 02 OKSO1Z o
A( We make up for the inconvenience lateusing Atomic Swaps, LSoLX & f I&Iéce‘]
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discoverifitisincorred®® alL¥ AU 6SNB Iy ludulC
LI2ZAYUSR AU 2dzi 0é Y2Z2g0ed
AWe want to |mprove this ta &t Were *anything less than perfett
32YS2yS ¢2dzZ R KI @S LJafpt\WyeHOS%ermAeHo 2

attackonetx in isolation, that

Block Block would be bad. Other users might
™ Frev Hash | Hnncel ' =rrev Hash | | Hnnce| al e Q )f 2 l:l Ye LINE O
T | [ 1] .. ] T | [ | [ To address this, in Bitcoin, one

modification screws the block up
for everyone.

Al  NHS Wa dali@itidraival Drpughp. T
Alfthe Wi NHzS k F | {ra SUOFthghdaSSISAZY T dzy R A
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ANow, every attack will be:
1. Obviousto everyone (easy to observe that attack is happening).

2. Deliberate (g, inexcusable).

3. a! y Il dzS yE @niher & hdbdemanding something reasonagliastead, asking
for the ability to robeveryong.

AHow might users react to such an attack:
ADeclineto use thesidechain ifniners losduture txn fees).
ADecline to use *any* sidechains (&dh fees lostall SCs).

A Adjust their valuation of BTé@wnward, sidechain experiment dead (this impacts
the priceof BTC, decreases purchasing powekainchain fees and even the
Mainchain bloclsubsidy.

Al Fff dzLJ YAYSNAS FAYR 2dzi 6KIF Q&
soft fork to reject attack, HF to changeWalga. bl Oq




Detailsc BTC moving in and out of SC

Main-to-Side Sidechain

Side-to-Main
(Much Earlier)

(Very Recent Past) (At Present)

Transaction 1: 96e08e333304dad95d10... oP_WITHDRAW 96€08€333304dad95d10... 96e08e333304,
ﬂrRNlMFWbAQRCABPJZ... j,'-"17bAY2JM37hE7t-wURN dad95d10
AHRNSmM282A3rG.. J !

. . f\/
1Bitcoinkater000.. ta0doeSDags 7
Transaction 2: ff44d9cdda857a902cf698... l

i ff44d9cdda857a902cf698...
3 ~A14ed04bSyibpdw.~—"

?7 —p
90 8. )
1/ .
\OP_RET:RN 10AtLEPrxddW9D... h OP_RETURN &Cbel78449 \
= - >

AHFRNSmM282A3rG. . i 1BitcoinEater000..

I 9df26ad..”
Transaction 3: 653cbel 7844eba9df26ad... ;:“‘\‘jlWEZNFSWStrRJU.. op_wiTHDRAW 653cbe17844eba9df26ad...

A
OP_RETURN 1teQsVXAXxrCtTT... \;RETUR?I . The assembled WT , whose ID
\b AHRNSM282A3rG.. 1BitcoinEater000.. will be included in the Sidechain

header for a while. On the Bitcoin
Three deposits, from Bitcoin (orange) to an address Mainchain, it eventually moves
(green) on a Bitcoin sidechain (bold green). The

BTC “from 4HiRNSm282A3rG..” to
Mainchain BTC are trapped “in AH{fENSmM282A3rG..” . their new owners.

Three individual withdrawals (WTs), from a Sidechain
(green) to the Mainchain (orange). Software selects
Bitcoin txns (blue) to match the desired amounts.

For simplicity, | assume that all addresses/transactions contain exactly 1 BTC (except for the WT” which contains 3 BTC).
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WT?__is included in the Mainchain,

WT?;, (whichincludes your WT) is which withdraws the funds.

included in a Mainchain coinbase tx.

Week 96 Week 97 eek 98 Week 0N Week 100 Mainchain
W_J‘L Y_/
Waiting Miners vpte on WTA .
Period
WTA; WTAg
Assembpled Assembled
( & ( Sidechain

Week 96 l Week 97 | Week 98 ! Week 99 | Week 100 |

BTC
You submit WT.

WT"q; (which includes your WT)
is in all of Week 98’s block
headers on this Sidechain.
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Full video atirivechain.infa
FE Bitcoin Core - Wallet [regtest] v~

|

File Settings Help

il () Overview £ Send [v\ Receive 3 Transactions

This is a pre-release test build - use at your own risk - do not use for mining or merchant applications
ceive Transactions

Balan transactions .
Yo & Recent 403 do not use for mining or merchant applications

Available: 0.00000000 BTC
Recent transactions
Pending: 0.00000000 BTC

Total: 0.00000000 BTC

Screenshots!
-Two Bitcoin Windows

No block source available... s 5 year(s) and 51 we«
No block source available.. 5 year(s) and 51 week(s) behind

bitcoin : bitcoin-qt d


http://www.hello.com/

Full video atirivechain.infa Sidechain GU *

Fi
8 Bitcoin Core - Wallet [regtest] <2> v~ 9
File Settings Help :
- File Settings Help
B Overview » Send Receive Transactions
Sidechain Overview Send Receive Transactions
This is a pre-release test build - use at your own risk - do not use for mini -
O Transfer = © History
Balances Recentt
P 3 n - s h .

Available: 50.00000000 BTC Parent Chain: Sidechain:
Pending: 0.00000000 BTC

Immature: 5000.00000000 BTC

Total: 5050.00000000 BTC

M N M . h N . < Withdraw Deposit >
Deposit Address
mycyQ3mM]G4qbjkrWQdfy1kYx7A2HuUzmP3
@ New G Copy
No block source available.,. 5 year(s) and 51 week(s) behind
7] bitcoin : bitcoin-qt d sidechain : bitcoin-qt

O

* B Bitcoin Core - Wallet [reqtest] Bitcoin Core - Wallet [reqtest] <2> M sidechain : bitcoin-gt — Konsole O ® € -~ 11:45PM


http://www.hello.com/

Full video atirivechain.infa

Deposit Coins to Sidechain

Receive [ Transactions

8
SIDECHAIN_TEST

mndGFzdjuEeCGVH5P52FKKgQZMbPIWRFJD B ®
@ Deposit

I A

1.21 BIC Vv

@ Copy

1 week(s) behind

bitcoin : bitcoin-qt sidechain : bitcoin-qt

Sidechain:

# W O Bitcoin Core - Wallet [reqtest] 0 Bitcoin Core - Wallet [regtest] <2> | ) Dialoq B sidechain : bitcoin-qt — Konsole (O =

BTC mo %%

¢ -~ 1146PM =


http://www.hello.com/

Full video atirivechain.infa

Fi

Bitcoin Core - Wallet [regtest] <2>

File Settings Help
File Settings Help

Overview Send Receive Transactions :
Sidechain Overview w2 Send Receive Transactions
Use this form to request payments. All fields are optional.
9 pay P  Transfer  © History
Label:
Parent Chain: Sidechain:

Amount; BTC Vv
Message:

Reuse an existing receiving address (not recommended)

Request payment Clear
Requested payments history < Withdraw Deposit >
Date A Label Message
1/27/17 23:46 (no label) (no message) Pending: 0.00000000 BTC

Available: 1.21000000 BTC

Take the Deposit and-«

mwJhAMN4BVPXjQ17nZGSYDtA6WzRybbF8h B ®

Withdraw It Back to 0212] src_-
Mainchain

i bitcoin : bitcoin-qt d sidechain : bitcoin-qt

|

-)
o1

* B Bitcoin Core - Wallet [regtest] Bitcoin Core - Wallet [reqtest] <2> B sidechain : bitcoin-qt — Konsole ® @ ~ 11:47PM



http://www.hello.com/

Full video atirivechain.infa
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