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What are sidechains?

ÅImagine that you had to use a different unit of money in each store? 
²ƻǳƭŘƴΩǘ ǘƘŀǘ ƪƛƴŘ ƻŦ ŘŜŦŜŀǘ ǘƘŜ ŜƴǘƛǊŜ ǇǳǊǇƻǎŜ ƻŦ ƳƻƴŜȅΚ

ÅBlockchain = competingcurrency, Sidechain = competingcode (only!).

ÅOpt-in ςuser can choose all, none, or some new features. Privatization.

ÅBitcoin will always have the best code, b/c it can copy anything out there!



Howto make SCs?
ÅGiven the extreme benefits of this tech, it might surprise you 
Ƙƻǿ ŎƭƻǎŜ ǿŜΩǾŜ ōŜŜƴ ǘƻ ǘƘŜ ǎƻƭǳǘƛƻƴ ǘƘƛǎ ǿƘƻƭŜ ǘƛƳŜΦ

ÅConditional on an Altcoin Existing, take it and:
ÅAdd new Setup with zero initial coins, and no block subsidy.
ÅFind a way to secure the chain, without block rewards (and 

potentially withoutfees, as fees will be uncertain) ςcalled 
άƳŜǊƎŜŘ ƳƛƴƛƴƎέ ŀƴŘ Ŝŀǎȅ
Å!ŘŘ ǎƻƳŜ ά!ŎŎƻǳƴǘƛƴƎέ
ÅWhenmain balance goes down, causes side balance to go up ςeasy

ÅWhen side balance goes down, causes main balance to go up -
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The Critical Requirement: Howdoes Bitcoin 
ƪƴƻǿ ΨǿƘƻ ǘƻ ǇŀȅΩ ŀƴŘ ΨƘƻǿ ƳǳŎƘΩΚ

ÅAnswer: we just assertit, blindly.aƛƴŜǊǎ ƎŜǘ ǘƻ ΨǇŀȅ ŀƴȅƻƴŜΩ 
Ψŀƴȅ ŀƳƻǳƴǘΩΦ

ÅThreat Model is:
ÅWhat if miners assertthe wrong thing?

ÅAre we able to protect ourselves? Can we punish transgressor(s)?

ÅHowdoes the design address this threat?
ÅΨYƴƻǿƛƴƎΩ ĄΨ/ŀǊƛƴƎΩ ĄResponding (Passively and Actively)

ÅAsymmetric Effort ςcostly to attack, (relatively) easyto block

ÅNext 3 slides are boring text about this.



YƴƻǿƛƴƎ ¸ƻǳΩǊŜ ¦ƴŘŜǊ !ǘǘŀŎƪ ςLearning that 
the Miner has Submitted Wrongly 
ÅWe can only know by checking everything forourselves (Positive Proof).

Å.ǳǘ ǘƘŀǘ ƛǎƴΩǘ ƛƴǘŜǊŜǎǘƛƴƎΗ όbƻ ŜŦŦƛŎƛŜƴŎȅ Ǝŀƛƴ -- effective hard fork).

ÅAlternatively, we can get very strong evidence against ΨǿǊƻƴƎƴŜǎǎΩ ƛŦΥ
ÅIt is easy to sound the alarmƻƴ ΨǿǊƻƴƎƴŜǎǎΩΣ Ŝŀǎȅ ǘƻ ŎƘŜŎƪ ǘƘŜ ŀƭŀǊƳΧ

ÅΧŀƴŘ ƴƻ ŀƭŀǊƳhas been sounded. (Negative Proof)

Å²Ŝ ƴŜŜŘ ŀ άƘǳƳŀƴ ǇŜǊŎŜǇǘƛƻƴέ version of HashCash: easy-to-check, but 
difficult-to-create.
ÅEasy to check: Withdrawal-ǾŀƭƛŘƛǘȅ ϝŎƻƴŘŜƴǎŜǎϝ ǘƻ ƻƴŜ ΨǘǊǳŜκŦŀƭǎŜΩ ǉǳŜǎǘƛƻƴΦ

Å5ƛŦŦƛŎǳƭǘ ǘƻ ŎǊŜŀǘŜΥ ǿŜ ŀǎƪ ǘƘŜ ΨǘκŦΩ ǉǳŜǎǘƛƻƴ ϝƛƴŦǊŜǉǳŜƴǘƭȅϝ όǎŀȅΣ ƻƴŎŜ ǇŜǊ н ƻǊ о 
ƳƻƴǘƘǎύΦ ²Ŝ ŎƻƴǎǘǊŀƛƴ ǘƘŜ ǎȅǎǘŜƳ ǎǳŎƘ ǘƘŀǘ ǘƘŜǊŜ ƛǎ ƻƴƭȅ ƻƴŜ άǘǊǳŜέ ǇŜǊ ǇŜǊƛƻŘΦ

Å¢ƘǳǎΣ ǘƘŜ ΨŀƭŀǊƳΩ ƛǎ Ŧŀǎǘ ǘƻ ŎƘŜŎƪΣ ōǳǘ άǎƭƻǿ ǘƻ ǊŜǉǳƛǊŜέΦ

Å( We make up for the inconvenience later ςusing Atomic Swaps, LN, SoLΧάƭŀȅŜǊ-оέΦ ύ



tǊƻƎǊŜǎǎƛƴƎΥ ά²Ŝ Yƴƻǿέ Ąά²Ŝ /ŀǊŜέ

Å²ŜΩǾŜ ŜǎǘŀōƭƛǎƘŜŘ ǘƘŀǘ ώмϐ ǘƘŜ ŀǎǎŜǊǘƛƻƴ ƛǎ ōƭƛƴŘΣ ōǳǘ ώнϐ ǿŜ Ŏŀƴ Ŝŀǎƛƭȅ
discover if it is incorrectΦ άLŦ ƛǘ ǿŜǊŜ ŀƴ ŀǘǘŀŎƪΣ ǎƻƳŜƻƴŜ ǿƻǳƭŘ ƘŀǾŜ 
ǇƻƛƴǘŜŘ ƛǘ ƻǳǘ ōȅ ƴƻǿέΦ

ÅWe want to improve this to άƛŦit were *anything less than perfect*, 
ǎƻƳŜƻƴŜ ǿƻǳƭŘ ƘŀǾŜ ǇƻƛƴǘŜŘ ƛǘ ƻǳǘ ōȅ ƴƻǿέΦ

Å[ŀǊƎŜ ΨǎǳǇŜǊōƭƻŎƪΩ ƻŦall withdrawal throughput.

ÅIf the ΨǘǊǳŜκŦŀƭǎŜΩ ǉǳŜǎǘƛƻƴ Ґ ΨŦŀƭǎŜΩ, then noƻƴŜΩǎ ŦǳƴŘǎ ŀǊŜ ǎŀŦŜ.

If it were possible for miner to 
attack onetx in isolation, that 
would be bad. Other users might 
ǎŀȅ άƴƻǘ Ƴȅ ǇǊƻōƭŜƳέΦ
To address this, in Bitcoin, one 
modification screws the block up 
for everyone.



¦ǎƛƴƎ ά²Ŝ /ŀǊŜέ ǘƻ ƛƴŦƭƛŎǘ tŜƴŀƭǘƛŜǎ ƻƴ !ǘǘŀŎƪŜǊ
ÅNow, every attack will be:

1. Obvious to everyone (easy to observe that attack is happening).

2. Deliberate (ie, inexcusable).

3. ά¦ƴǉǳŜƴŎƘŀōƭŜέ (miner is not demanding something reasonable ςinstead, asking 
for the ability to rob everyone).

ÅHow might users react to such an attack:
ÅDecline to use thesidechain (miners losefuture txn fees).

ÅDecline to use *any* sidechains (all txn fees lost, all SCs).

ÅAdjust their valuation of BTC downward, sidechain experiment dead (this impacts 
the price of BTC, decreases purchasing power of Mainchain fees and even the 
Mainchain block subsidy).

Å/ŀƭƭ ǳǇ ƳƛƴŜǊǎΣ ŦƛƴŘ ƻǳǘ ǿƘŀǘΩǎ ǿǊƻƴƎΦ ¢ƘǊŜŀǘŜƴ ǿƛǘƘΥ ƴŜǿ ƳƛƴƛƴƎ ǇƻƻƭǎΣ 
soft fork to reject attack, HF to change PoWalgo.



Details ςBTC moving in and out of SC





Screenshots!
-Two Bitcoin Windows

Full video at drivechain.info.

http://www.hello.com/


Sidechain GUIFull video at drivechain.info.

Mine Mainchain coins.

http://www.hello.com/


Deposit Coins to Sidechain
Full video at drivechain.info.

http://www.hello.com/


Take the Deposit and 
Withdraw It Back to 
Mainchain

Full video at drivechain.info.

http://www.hello.com/


Full video at drivechain.info.


