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Agenda

1. Two Sidechain Philosophies
2. The Soft Fork, and Bitcoin’s Ongoing lIdentity Crisis



Belief #1

“Sidechains affect the
[mainchain] miners.”

 (Explanation — next slide)

* Implies that:
e SCs are not a true “layer-2”.
* SC-censorship is justified.

* Important because: last trench of the anti-SC-er.



“Sidechains affect the miners”

* Gain txn fees.
Run SC? * Don’t earn fees.
un oC:

1. SCs offer a conditional payment to miners,
2. Miners have no choice but to accept,
3. The conditions are bad for Bitcoin.

Ergo: SCs are bad for Bitcoin.




Belief #2

“Sidechains allow
miners to steal BTC.”

* Implies that:
* Users may be “tricked” into losing coins.
* Security is different. Moves from “math based” to “incentive based”.

* Important because:
e Justifies Tx-censorship. (Must “””protect””” user.)



Do they contradict?

Belief #1 Belief #2

SCs affect _ SCs enable
miners. miner-theft.

* SCs = miners. e Miners = SCs.
 Miners are weak, pliable.  Miners are strong, do

the plying.



Do TEEmeenEgict?

Belief #1
Anything could...

aaffect

miners.

Belief #2
Everything [txn]...

enable
miner-theft.

(Theft has always
been “enabled”.)




“Sidechains affect the miners”

* Gain txn fees.
Run SC? * Don’t earn fees.
un oC:

% SCs offer a conditional payment to miners,
I\/Imers have no choice but to accept,
The conditions are bad for Bitcoin.

Ergo: SCs are bad for Bitcoin.
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Belief #2

“Sidechains| Qe |

miners to steal BTC.”

Hashrate majority can
steal from anything.

(SCs, mainnet, LN)
All have identical security assumptions.




“Hashrate majority can steal coins”

90 BTC

-~

.

80 BTC

I

pu—

10 BTC

~

/

80 BTC txn
From A to B.
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“Hashrate majority can steal coins”

79.99 BTC> .
_—

00.01 BTC

Take either “upper path”

79.99 BTC y ”

or “lower path”,

— but nothing else.
D Enforceable by soft fork.

10.01 BTC

First user to surrender gets 0.01 BTC.
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“Hashrate majority can steal coins”

4 N 4 N

09

Blue says: “Let me broadcast tx1, and Notice, though, if Yellow pays a 19 BTC txn
| will give you 18.99 of the 19.00 that

I o

fee, she is only left with 11 (instead of 28)

| stea

[ Yellow may be shaken down for the whole 30. ]
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“He ought to find it more profitable...”

The incentive may help encourage nodes to stay honest. If a greedy attacker 1s able to
assemble more CPU power than all the honest nodes, he would have to choose between using it
to defraud people by stealing back his payments, or using it to generate new coins. He ought to
find 1t more profitable to play by the rules, such rules that favour him with more new coins than
everyone else combined, than to undermine the system and the validity of his own wealth.
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What does affect mainchain miners: Altcoins

|bitcoin-dev]| Total fees have almost ¢

Gregory Maxwell greg at xiph.org.
Thu Dec 21 22:44:32 UTC 2017

e Previous message: [bitcoin-dev] Total fees have almost crossed the block
o Next message: [bitcoin-dev] Total fees have almost crossed the block rev
e Messages sorted by: [ date | [ thread | [ subject | [_author |

Personally, I'm pulling out the champaign that market behaviour is
indeed producing activity levels that can pay for security without
inflation, and also producing fee paying backlogs needed to stabilize
consensus progress as the subsidy declines.
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What does affect mainchain miners: Altcoins

Price
(sat/byte)

R1

Quantity
R1>R2 (bytes) 170t



High Fees = Less Usage

Last 2 Years, Log Scales, 7d average

T ane A
000,000

10,000

Total Transaction Fees in USD

The total value of all transaction fees paid to miners {not including the coinbase value of block rewards)

Sy

Source: blockchain.com
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Transaction Rate

The number of Bifcoin franzactions added to the mempool per second

Source: blockchain.com

e - . \_/./—h
_F'_'__'_\_\_-I___‘_'__.HH.H_"__H_—‘-_F-FI_ I H‘_"‘-\-\_,-'—\-\.ﬁ_"'_'_\_ '_“h\_\_h_'_x\-f"ﬁ‘\_}_m___\_-ﬂ_fﬂ‘“‘_ /\/\

\'“'-..—"-..,-"“"‘—-—_,_,-"'Ix T

18 of n



Fee revenues are important...

|bitcoin-dev]| Total fees have almost ¢

Gregory Maxwell greg at xiph.org.
Thu Dec 21 22:44:32 UTC 2017

e Previous message: [bitcoin-dev] Total fees have almost crossed the block
o Next message: [bitcoin-dev] Total fees have almost crossed the block rev
e Messages sorted by: [ date | [ thread | [ subject | [_author |

Personally, I'm pulling out the champaign that market behaviour is
indeed producing activity levels that can pay for security without
inflation, and also producing fee paying backlogs needed to stabilize
consensus progress as the subsidy declines.
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..and supply affects Fee Revenues.

Price
(sat/byte)

R1

R1 >R2

Quantity
(bytes)
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What does affect mainchain miners: Altcoins

Price
(sat/byte)

( See my blog post: “Two types of Quantlty
Blockspace Demand” for more. ) (bytes) .




Agenda

1. Two Sidechain Philosophies
2. The Soft Fork, and Bitcoin’s Ongoing lIdentity Crisis



Consensus...About What?

* Bitcoiners sometimes disagree.

* Meta-Consensus — Consensus
about consensus
( A it must be prior
to Consensus itself )

.. Giacomo Zucco @giacomozucco - 5 Dec 2017
Forget big-blockers vs small-blockers. The REAL Bitcoin Civil War is coming.

Cryptocarnivors vs Cryptovegans. Brace yourself. yi mo mm

Jonas Schnelli @ _jonasschnelli_

Eat fruits and veggies, avoid animal products. Go surfing (lifting weights ain't
fun). Hold bitcoins.

Live longer and happier... twitter.com/bitstein/statu...

Q 15 11 12 7 115 £

Michael Goldstein
@bitstein

Replying to @giacomozucco

| foresaw this coming.

Michael Geldstein @bitstein
It's clear to me that the real battle for the future of Bitcoin is not Core vs SegWitdx,
but carnivores vs vegans.

Few Understand This
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Full Node Mandate

* Advice contains a little
circular reasoning.

Ill

e How do we tell “a full node”
from “NOT a full node”?

site:twitter.com Bitcoin "run your own node” !, Q,

All Images Videos News Shopping More Settings Tools

Page 3 of about 208 results (0.29 seconds)

Felix Weis (@FelixWeis) | Twitter

https:/ftwitter com/felixweis -

The latest Tweets from Felix Weis 4> (@FelixWeis). bitcoin traveler. freelance __. bitcoin traveler,
freelance developer, digital nomad ... Run your own node.

pivshen (@pivshen) | Twitter

hitps:/ftwitter com/pivshen -

Run your own node. ... | just published “Building Your Own Bitcoin Satellite Node: Part 1 - Hardware
... #2 Atomic Swap on Lightning between BTC & LTC!

Amadeo Brands on Twitter: "There is no added value at all for a ...
https:/fiwitter. com/amadeobrands/status/9996820057 79574785 «
May 24, 2018 - Otherwise you have to rely on a third party, bitcoin is all about cutting all the
middleman/third parties. Run your own node, control your own keys .

Bitcoin (@Bitc01n) | Twitter

hitps:/fiwitter.com/bitc01n =

The latest Tweets from Bitcoin (@Bitc01n). #Bitcoin is a cryptographic digitised *coin® made up of
digital bits. A bit (ie. a binary ... looks like. Run your own node.

Vortex on Twitter: "Huge things to look forward to in 2018. 1. Lightning ...
hitps:/fiwitter. com/theonevortex/status/944278838090936321 «

Dec 22, 2017 - Mow | work for #Bitcoin. Bitcoin Is. And that is enough. Host of The Bitcoin News
Show on @WorldCryptoMet. ... Run your own node. 0 replies 0 ..

boxmining on Twitter: "#Wikileaks has seen its Bitcoin Account ...

https:/ftwitter. com/boxmining/status/9338305082801418240
Apr 22, 2018 - #Wikileaks has seen its Bitcoin Account shutdown by {@coinbase . @wikileaks .... Run

your own node and use DEX for exchanging. 0 replies 0 ...
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Wladimir Dictatorship / Vague Oligopoly (?7?)

A _ _ _ i

WEUSBCOIS Start Buy News FAQ Mining Alt-coins

DIff. 536t | B

Wiladimir van der Laan - Lead Maintainer,

Bitcoin Core

Wiladimir van der Laan is a Bitcoin Core Developer
and the Lead Maintainer of the Bitcoin repository
on GitHub.

Bitcoin Core

From mid-2010 until April-2014, Cavin Andresen
maintained control of the Bitcoin Core GitHub
repository and was considered Bitcoin's lead
developer. On April 8, 2014, Andresen stepped
down and van der Laan agreed to take over as Lead Posltlon: Lead Maintainer,
Maintainer of the Bitcoin repo. His salary is paid by Bitcoin Core

MIT's Digital Currency Initiative, where he works on Twitter- @orionw!
Bitcoin development with Andresen and Cory
Flelds.

GltHub: @laanwj




The “Static Protocol” Position

&« | (O thebitcoin.foundation
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The “Static Protocol” Position

& | (O thebitcoin.foundation -
| call this the “loudness” of the fork.

( See my blog post
“Better Fork Terminology” for more. )

. Clear Errors -- value overflow, spend other's BTC, and

. Protocol can be unilaterally changed (MASF, UASF) -- then, payments
ELERGAIIaidg0 "through" these FlEl AV

. Extremely Pessimistic -- Bitcoin can never improve, ever.

. Stimulates creation of Altcoins / Hard Forks




Upgrading via Soft Fork

* “line” of protocols that are all compatible with each other

e Bitcoin 0.5.0

Compatibility

e Bitcoin 0.6.0

e Bitcoin 0.7.0
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Two Incompatible SFs at once = H
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Two Incompatible SFs at once = H

>

\ )
Y \ Y )

Begins: Ends: “common new” state.
“explicitly ignorable” state. (Social consensus?)
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Two Incompatible SFs at once = HF

Both of these phases preceded by some

“authoritative” meta-consensus event.

v~~~ =~ 11~ | U

”Soft” fork needs a “Hard” Setup

\\ Begins: & Ends: “new state”.

o V24
— ignorable state”. a= ° (Social consensus?)



Examples of “Hard Setups”

* Unused OP Codes
* Transaction Version Numbers that are Higher-than-Current

o

* Block Version Numbers that are

N\ N\
\\ Added by Satoshi \\ Redefined by:
Jdilb

j— Satoshi / Core Developers



1.

2.

The Problem: Soft Fork Infinite Regress (?)

o ) n BIP: 66
What S up for grabS? Layer: Consensus (soft fork)
. < - “: ” . . .
ie, what is in the “ignorable set”. Title: Strict DER signatures
* OP Codes
. Thursday, 10 December, Year 7 d.Tr | Author: Mircea Popescu
* Txn/Block Versions el ST T LI NTITIT 1 (one) Biseoin to amy valids
H o ddress of his specificatien.
* Witnesses (SegWit) -

Legacy Bitcoin Script (P2SH)
Everything? (The Evil Fork)
Nothing? (Mircea Popescu crowd)

Is the replacement acceptable?

* Due to loudness, the replacement
is semi-mandatory.

* Extension Blocks — famous example.

* Valid Bitcoin addresses start with a "1'".

————— BEGIN PGP SIGNATURE-----

[l
1

e e

“Loudness”
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Original Question: Consensus About What?

More arbitrary than we care to admit:

1. Can't stay at slot 1. (“the loud payments")

\S
2. Accurate movement \\
Ja

from slot to slot
is based on "authoritative" criteria.

3. Rules of movement
(meta-consensus)
are themselves disputed.

.

e Bitcoin 0.5.0

N
e Bitcoin 0.6.0
~
* Bitcoin 0.7.0

Compatibility — Regresses \

to the consensus problem
we originally wanted to
solve.
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Original Question: Consensus About What?

What did these two halves of the
presentation have to do with each other?

Sidechains!
No \\ events, and no loudness. Explicit, .flxe.d definitions for. |
-  What is “ignore-able” (ie what is “up for

/ grabs”)
 What it can be changed to (defined in a

Ironically, there is no given sidechain BIP).

loudness *because*
“theft” is possible.



Conclusions

1. Sidechains *are* a layer-2.

2. Sidechains use the same security assumptions
(although, different security model).

3. Infact, the lack of sidechains is a much bigger threat to mainchain
miners.

4. Soft fork has “zones” (of “ignorable” and “defined”), the boundary
and range of these zones is not clearly defined, which leads to
conflict. “Bitcoin” does not have a fixed definition.

Advice

1. Remember user-sovereignty, resist sidechain FUD.
2. Check out the project at drivechain.info , specifically the diffs.




Thank You!

Questions?



